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ABSTRACT
Security Orchestration (SO) plays a pivotal role in ensuring robust, scalable, and efficient management
of security mechanisms in next-generation 5G and beyond 5G (B5G) networks. This paper presents a
comprehensive analysis of the technical challenges related to SO in these advanced network technologies,
focusing on key areas such as network security monitoring, interface standardization, privacy, scalability,
multi-domain orchestration, and policy implementation. Additionally, we discuss lessons learned from
existing works, identify remaining research gaps, and propose future directions for enhancing SO in 5G
and B5G environments. Emerging technologies such as artificial intelligence (AI), blockchain, quantum
computing and trusted execution environments (TEE) are also examined for their potential to address these
challenges. The paper provides a taxonomy of SO-related issues and offers a roadmap for researchers and
practitioners to navigate the evolving landscape of security in 5G and B5G networks.

INDEX TERMS Security Orchestration, 5G and Beyond, Zero-touch Networks, Security Automation

I. INTRODUCTION
Various security solutions have been developed and deployed
by different organizations to prevent known and unknown
attacks and their harmful effects [1], [2]. These security
solutions include antivirus, firewalls, Intrusion Detection
Systems (IDS)/Intrusion Prevention Systems (IPS), and Se-
curity Information and Events Management (SIEM) [1],
[3]. Different security solution providers create, implement
and manage security solutions with different technologies
and concepts. These discrepancies prevent them from being
easily integrated and working together to effectively and
efficiently support the Security Operations Center (SOC) [4].
The SOC is a centralised function responsible for actively
and passively responding to security attacks and ensuring

service availability. SO is the ultimate solution or savior for
integrating various security tools from different vendors into
a unified system. It acts as a support system for the security
experts in a SOC. The proactive, independent and collabora-
tive support system enabled by SO allows security personnel
to perform their tasks successfully and efficiently. At the
same time, SO brings people, practices and technologies onto
a common platform where collaborative actions and efforts
improve security operations and management. SO empowers
Security Automation (SA) that uses Information Technology
(IT), automation algorithms and Artifical Intelligence (AI) to
automatically respond to threats without human intervention.

Most cyber-security methods and procedures in use today
are manual or semi-automated. They mainly monitor the
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network infrastructure and activities of organizations in order
to take the necessary measures when abnormal behaviors or
activities are detected. These measures include the generation
of security alerts and the activation of alarms that can be
noticed by security personnel to take further action to prevent
attacks. Even if security personnel take action within a short
time interval, it takes a considerable amount of time for
the occurrence of an incident to be detected, and then it
takes even longer to take corrective action. It is necessary
for security experts to be able to provide available security
solutions as quickly as possible and facilitate choice. This
leads to seamless security operations and availability of
services to prevent potential threats from security breaches.
This time-consuming and inefficient human response to
security threats can be handed over to an SO platform. A
comprehensive overview of the network helps to respond
successfully to a threat or attack. These multi-vendor/multi-
technology security solutions usually have their own way
of working and how they respond to an attack. A SO
framework provides a common platform for all security
solutions from different providers and integrates them into a
single unit. The SO framework monitors the security status
of the underlying infrastructure, identifies suspicious activity
and acts accordingly to prevent an attack without human
intervention. Therefore, the SO framework acts as a user
interface between the human and the network, whereby the
human can be involved in security management if required.

A. Related Work
After an extensive search, we were able to categorize the
existing related surveys into three main categories: (i) sur-
veys on the automation of information security management
systems [5]–[10], [10], [11], (ii) surveys on SO in orga-
nizations and enterprises [4], [12], (iii) surveys on SO in
5G and B5G technologies [13]. The first category deals
with SA, i.e. the automated handling of cyber incidents
and the management of security events that replace manual
processes. Some works, such as [5]–[9], discuss the pos-
sibilities of SA in Information Technology (IT). Raydel et
al. [5] discusses the possibilities of automating Information
Security Management Systems (ISMS) using the security
ontology in the context of ISO 27001. The main focus
of this paper is on the process of information security
management. Keith et al. [6] discuss inherent limitations of
automation based on human and social factors. The authors
also present design guidelines and future research directions
for the automation of end-user security systems. Raydel et
al. [7] analyze the possibility of automating security controls
in ISMS in the context of ISO 27001. The authors claim
that with a combination of security controls about 30%
of the maximum level of automation could be achieved.
Sikender et al. [8] give an overview of SA in IT and mainly
discuss the elements of SA and how SA helps to secure
technical systems. Sikender et al. [9] review the control
recommendations provided by standards such as ISO/IEC

27001 and NIST SP 800-53. In addition, the authors discuss
the limitations of SA and the importance of SA in any
security control. Sravanthi et al. [11] discuss how automa-
tion technologies such as AI/Machine Learning (ML)/Deep
Learning (DL) can be used to move from detection-focused
security to prevention-focused security. The authors discuss
how AI can be used to enhance the capabilities of prevention
techniques, e.g. by analyzing sensor data and identifying
patterns to support IPS and security event management.
However, it does not cover SO in 5G and B5G and only
focuses on the use of AI/ML and DL in automating the
management of security events. Michael et al. [10] provides
an overview of advanced anomaly detection, prevention and
defence techniques supported by automation and ML. The
authors discuss in detail the difficulty of mitigating zero-day
attacks, the use of automation and the challenges. However,
they do not discuss SO in 5G and B5G technologies or the
use of these technologies to combat zero-day attacks.

The second category focuses on surveying SO solutions
in IT infrastructures and organizations. Most of the existing
surveys related to SO focus on the IT infrastructure of
organizations [13]. Both [4], [12] talk about SO in general,
and the focus was placed on SO in organizations and
enterprises. Islam et al. [4] gives an overview of SO in
organizations and enterprises, focusing on the main func-
tions, core components, main drivers, and an SO taxonomy
based on resource type, execution environment, deployment
type, automation strategy, and task mode. Kinyua et al. [12]
investigates the use of AI/ML in Security Orchestration, Au-
tomation, and Response (SOAR) solutions. SOAR solutions
are designed to integrate and automate various security tasks
and countermeasures in accordance with the security admin-
istrator in enterprises and organizations. Nguyen et al. [14]
review SOAR approaches in Internet of Things (IoT)/Cyber
Physical-based Systems (CPS). The authors identify gaps
and propose research directions for advanced SOAR with
holistic operation and increased automation. Fernando et al.
[15] discuss automation of security requirements in service-
based business processes. The authors mainly focus on the
security requirement modeling, translation and enforcement
mechanisms.

The third category, where there is not much work, is
about SO in 5G and B5G technologies. SO in 5G and B5G
technologies is much more complicated than SO in tradi-
tional IT infrastructures due to softwarization, heterogeneity,
strict use case requirements, number of connected devices
and huge traffic volume. Zheng et al. [13] authors focus on
SA and SO in IoT environments. Nerijus et al. [16] review
security challenges in fog computing as well as the security
challenges in orchestration. The authors find that security and
privacy are critical in fog computing orchestration. However,
this paper does not specifically address SO or SO challenges
in fog computing. Daniele et al. [17] survey about network
security configuration automation in vitalized and cloud-
based networks. The authors discuss the utilization of SDN,

2 VOLUME ,



NFV and policy-based management in security automation.
However, it does not directly cover the full scope of 5G/B5G.
Yang et al. [18] survey about automation and orchestration
challenges and solutions for Zero Trust Architecture (ZTA).
The authors analyze the possibilities of utilizing state-of-the-
art AI techniques to automate and orchestrate ZTA. However,
this survey does not cover 5G/B5G.

B. Paper Motivation
This survey provides a comprehensive overview of SO
and its challenges in 5G and B5G networks, focusing on
security monitoring, interface definitions and standardiza-
tion, SO policies, scalability, multi-domain SO, Security
Service Level Agreement (SSLA) monitoring and manage-
ment, End to End (E2E) security and integration of Intent-
Based Networking (IBN). In pursuit of this goal, we review
the contributions from academia and industry, focusing on
the implementations of SO, specifically in 5G and B5G
technologies and use cases. In addition, we will talk about
enabling technologies that can be used to address identified
challenges while identifying the lessons learned and future
research directions. Even though security in 5G and B5G
caught the researcher’s eye [19], [20], neither SO in 5G and
B5G nor challenges have been researched extensively. We
thoroughly discussed existing related surveys in Section A
and summarized in Table 1. However, none covers the holis-
tic picture of SO in 5G and B5G technologies by looking
at the background, evolution, taxonomy, functionalities, and
components. Moreover, No such work covers the technical
challenges and related research direction in the context of 5G
and B5G network technologies. Our primary motivation is
to explore how SO can enhance security management in 5G
and B5G technologies by leveraging enabling technologies,
addressing potential challenges, proposing solutions, and
identifying key areas for future research.

C. Paper Contribution
To our current knowledge, there is no comprehensive study
that addresses the integration of Security Orchestration (SO)
in the context of 5G and Beyond 5G (B5G) technologies,
taking into account aspects such as 5G architecture, require-
ments, use cases and security considerations in a unified way.
This study highlights the need to develop an SO framework
equipped with universal knowledge and a holistic network
perspective, and aims to pave the way for the realization
of future zero-touch networks. The following is a summary
of the main contributions of this paper: At the same time,
it is essential to create an SO framework that has universal
knowledge and a holistic view of the network to successfully
enable SO, leading to future zero-touch networks. The main
objective of this work is to extend the SO landscape in 5G
and B5G networks and enable the interplay of novel tech-
nologies for better security management, while identifying
a potential SO framework for 5G and B5G networks. The

following is a summary of the main contributions of this
work:

• Perform a comprehensive analysis of SO, including its
evolution, key functions, main components and associ-
ated risks in the context of 5G and B5G networks.

• Examine the technical challenges in SO for 5G/B5G
technologies, such as scalability, privacy, multi-domain
integration and standardization, while proposing possi-
ble solutions and research directions.

• Highlight lessons learned from existing work and iden-
tify remaining research gaps to provide a roadmap for
future progress in SO.

• Explore the potential of emerging technologies such as
AI, blockchain, quantum computing and Trusted Execu-
tion Environments (TEE) in addressing SO challenges
in next-generation networks.

• Demonstrate the critical role in developing secure,
scalable and adaptable solutions for evolving 5G/B5G
applications and use cases.

This study not only expands the understanding of SO in
5G/B5G technologies, but also serves as a compass for future
research efforts towards robust frameworks for SO.

II. Security Orchestration
A. Evolution of Security Orchestration
Like the network service orchestration, the SO is also a new
technological trend. The academic community and research
industry are still in the process of defining the true meaning,
scope and context of SO-related concepts. It is a long way
to the current progress and will continue to evolve. The
evolution of SO is summarized in Figure 1.

SO in physical networks: Dealing with the security aspects
of physical networks was mainly done manually. The human
network administrator played an important role. Security
tools and supporting systems enabled the early detection
of abnormal network activity. However, under extreme cir-
cumstances, system administrators had to process millions
of these daily alerts. To combat cyberattacks, situation
awareness and threat assessment systems have therefore been
developed that utilise information fusion techniques [21],
which is the first step towards SO.

SO in web services: Many early works of SO focused on
orchestrating the security services of web-based services. In
the early days of the Internet, securing web services was a
challenging and complex task that attracted the attention of
the research community. For this purpose, it was necessary to
identify the functions required for the integration of services
in SO [22]. Identity management and threat analysis are two
main areas where SO is used for secure web services [23]–
[25]. Service-Oriented Architecture (SOA) aims to create a
more flexible system landscape that facilitates the integra-
tion of new components. However, managing security in
these architectures has been very difficult. To address this
problem, the authors of [26] define an appropriate archi-
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TABLE 1: An overview of significant surveys on SO/SA
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[4] H H H L Surveys SO in organizations and enterprises, focusing on main functionalities, core components, key drivers, and SO taxonomy based
on the resource type, execution environment, deployment type, automation strategy, and task mode. It does not cover 5G technologies
or how to enable SO in 5G and B5G.

[12] H M L H A survey on SOAR solutions from an AI/ML perspective in organizations and enterprises (multi-vocal review). It does not cover how
to leverage AI/ML for SO in 5G and B5G.

[13] M M H L Discusses the challenges and advancements in SA and SO for IoT systems, as well as future directions. It does not cover how to
leverage 5G and B5G technologies to enable SO in IoT.

[10] M M H H Examines the literature and outlines the research undertaken in the autonomous management of anomalies with the use of ML. It does
not cover how to leverage 5G and B5G technologies to manage anomalies.

[5] M M L L Provides an analysis of the automation possibilities in information security management. The only focus is the information security
management process. It does not cover SO in 5G and B5G technologies.

[6] M L M L Discusses the inherent limitations, design guidelines, and research directions for automating end-user security. Does not cover SO in
5G and B5G technologies.

[7] L L L L Outlines the security applications that enable automation of information security control operations to improve the effectiveness of
information security management. It does not cover SO in 5G and B5G technologies.

[8] M M L L Discusses the importance, role, and elements of SA in IT while listing available automation tools and platforms. It does not cover SO
in 5G and B5G technologies.

[9] M M L M Demonstrates the gaps and issues currently in the SA field and suggests future research directions. It does not talk about gaps and
issues of SO in 5G and B5G technologies.

[11] M L L H A survey of automation technologies based on AI/ML/DL implemented to advance prevention-centric security. The only focus is on
AI/ML/DL and does not cover SO in 5G and B5G technologies.

[15] M H M L This survey examines initiatives to automate service-based business processes and address security requirements, focusing on web-based
use cases.

[14] H M L M A survey on current SOAR approaches and research directions towards advanced automation. Main focus is on CPS and IoT.

[17] M M H H A broad survey on network security configuration automation, covering methodologies and research trends but does not directly address
the full scope of SO in 5G/B5G networks, such as multi-domain orchestration and scalability challenges. However, its discussion on
security automation complements SO-related research.

[18] L M H H A survey on utilizing AI to address gaps in ZTA automation and orchestration, mainly covers trust evaluation, authentication, attack
detection, and monitoring and related AI based solutions.

Ours L H H H A comprehensive survey of SO in 5G and B5G technologies, background, motivation, role, enabling technologies, applications
and use cases, technical challenges, learned lessons and possible research directions.

tectural framework called Security Meta-Services Orchestra-
tion Architecture (SMSOA). Chahal et al. [27] propose an
open-source continuous vulnerability assessment tool called
Orchestrated Continuous Vulnerability Assessment (OCVA).
This scanning tool aims to orchestrate continuous vulnera-
bility assessments of all automated cybersecurity detection
processes of web applications.

SO in physical networks

SO in web services

SO in hybrid networks

SO in softwarized networks

Zero touch SO

FIGURE 1: Evolution of Security Orchestration.

SO in hybrid (physical and virtualized) networks: Accord-
ing to ESTI NFV [28], hybrid networks consist of traditional
physical network appliances and virtual network appliances.
If part of the network has Physical Network Functions
(PNFs), handling security in hybrid networks is quite a
challenge, as both Physical Security Functions (Physical
Security Function (PSF)s) and Virtual Security Function
(VSF)s are present. SO could be used here in a hybrid way, as
PSFs can be handled manually according to standardization
specifications or the operator’s security requirements. VSFs
can be orchestrated in the same way as security functions
in web services. Jaeger et al., [29] suggests orchestrating
both PSFs and VNFs using a security orchestrator where the
security orchestrator or a Security Element Manager (SIM)
manages the PSFs directly. The security orchestrator can also
use the VIM to activate and configure the VSFs offered by
the NFV infrastructure.

SO in softwarized networks: The softwareization of net-
works has had a major impact on the telecommunications
industry. SDN and NFV play an important role in 5G and
B5G networks and can enable value- added services. With
the new features introduced into the network paradigm by
SDN and NFV, such as softwarization and virtualization, SO
can be deployed with minor changes. Most of the security
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features that exist as VSFs and Security as a Service come
into play here. Without SO, it will be quite difficult to
manage security in softwareized networks. A lot of work is
focused on finding a better SO architecture and a compatible
security orchestrator in softwareized networks [30], [31].

Zero touch SO: The next goal of SO is to fully automate
security-related tasks. It also eliminates the dependence on
human expertise and the human factor. With the use of VSFs
enabled by SDN and NFV,E2E security will be strengthened,
while security management in future networks will be opti-
mized and automated. To reduce both CAPEX and OPEX,
NFV uses virtualization to decouple hardware from network
and security operations. On the other hand, SDN enables
the softwareization of network control and management by
splitting the data and control plane, increasing flexibility in
network management and control. Software Defined Net-
working (SDN) and Network Function Virtualization (NFV)
are the basis for a true zero-touch SO. In this regard,
NFV/SDN security frameworks that are adaptive and policy-
based can make a significant contribution to self-protection
and self-healing [32], [33]. At the same time, concepts such
as Zero Touch Network and Service Management (ZSM) and
Intent-Based Networking (IBN) with the help of AI/ML and
Distributed Ledger Technologies (DLT) could play a key role
in the realization of zero-touch SO. ZSM proposes to inte-
grate automation into the management of network services
and enable self-configuration, self-optimization, self-healing
and self-monitoring according to policies [34]. The purpose
of IBN is to develop network management solutions that
are controlled by intents [35]. These concepts heavily utilize
AI/ML, Explainable Artificial Intelligence (XAI), DLT tech-
nologies and closed-loop automation to achieve their goals.
SO can adapt relevant functions, architectural models and
use cases from the aforementioned concepts, making the
realization of zero-touch SO easier and more meaningful.
Apart from that, AI/ML algorithms can detect security risks,
categorize different attacks and take measures to ensure trust
and security through self-configuration. With benefits such as
increased accuracy and diversity, distributed AI/ML solutions
help accelerate security control and analytics [36].

B. Functionalities of Security Orchestration:
The functionalities of SO can be divided into four main com-
ponents, as shown in Figure 2. They are detection, response,
mitigation and prevention. At the same time, SO acts as
middleware for connecting all these different functions and
components.

Detection: Detection is the first step in establishing net-
work security. Detection means detecting unauthorized ac-
cess and anomalies in the data flow and identifying potential
threats. Detection ranges from detecting a simple error flow
to sharing the complete analysis of the network to the
response unit (decision agent) and the network administrator.
SO should be able to fully monitor the network and it is
imperative to detect known and unknown threats in real time.

Functionalities
of SO

Detection

Response

Mitigation

Prevention

Real time visibility

Situational awareness

Contextual insights

Network-wide system metrics

Automated incident response

Dynamic policy enforcement

Translates complex process
into steamline workflows

Self healing, self repairing
capabilities

Zero touch SO

Different threat levels

Learning from experience

FIGURE 2: Functionalities of Security Orchestration.

The framework should be adaptive and intelligent to detect
unexpected threats by utilising metrics from the network
system as well as processes and actions from the physi-
cal environment [37]. SO is expected to create situational
awareness. SO is expected to collect threat data and extract
critical characteristics from a large amount of threat data
to provide contextual insight to the network administrator
or response unit to take appropriate action. An adaptive
architecture can respond to unforeseen types of attacks by
using different monitoring inputs. The new services and
functions of the IoT system introduce previously unknown
types of vulnerabilities. Modern AI algorithms use ML to
classify attacks according to their threat level to detect, adapt
and respond to potential cybersecurity issues. In contrast to
conventional infrastructures, detection uses measures from
the physical environment as well as metrics and processes
of the network system [37].

Response: Response means taking the appropriate ac-
tion according to the data and the primary analysis of
the detection unit. This complex process involves several
steps, such as further data analysis, investigation, evaluation
of the action and deciding on the appropriate course of
action. SO transforms this complex workflow into a series
of simple actions through automation and orchestration by
dynamically creating, modifying, managing and removing
security servicess [4]. High-level security policies defined
by a network operator govern the desired system behaviour
that is achieved with virtual SFCs [38]. Executable SO
actions were created from these security policies. This is
necessary to enable an automated response to incidents and
to automate the deployment and configuration of security
services and repetitive tasks [4]. The enforcement of user-
defined policies enables automatic configuration of security
features in advance. SO should also be able to determine
the endpoint of human interaction until zero-touch SO is
achieved. SO is responsible for maintaining the minimum
security of the individual services/slice in accordance with
the Service Level Agreement (SLA)s.
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Mitigation: SO must find the vulnerabilities and affected
endpoints to decide on mitigation solutions. SO maintains
a database of threats. Once the response unit detects an
attack, the mitigation unit searches for possible mitigation
solutions based on the database. The mitigation unit then
initiates relevant mitigation services and removes them as
soon as the threat has been eliminated. The mitigation pro-
cess is fully automated, intelligent and learns from previous
experience. To minimize the impact of complex and novel
attacks, security services should evolve with new detection
and mitigation mechanisms [38]. With self-repair and self-
healing capabilities, SO should be able to defend itself
against cyberattacks and mitigate the damage caused without
human intervention [39].

Prevention: Prevention means that SO is intelligent
enough to prevent security attacks before they occur. SO
can use ML, DL and strategic learning methods to detect and
prevent attacks. The database mentioned in Mitigation above
consists of potential cybersecurity risks, could be classified
according to threat level. Using the available database, SOs
can take reactive countermeasures to stop cyberattacks and
dynamically adapt to the situation after the information
collected and assessed by the monitoring probes is available
[40]. Once the threat has been eliminated, the prevention
mechanisms deployed should be automatically removed and
the system should return to normal operating mode so that
it can reach its maximum efficiency.

C. Key Components of Security Orchestration Systems
Most research does not define the security orchestrator as a
single element, but rather as a plane, as shown in Figure 3.
There, other supporting functions and architectural elements
are defined as planes. The support of the other planes, such as
the security enforcement plane and the user plane, is crucial
for the functionality of the security orchestration plane.

User Plane

Security Enforcement Plane

Policies from the user plane

Policy enforcement
Control actions
Mitigation actions
Prevention actions

Inputs from
data plane

Security
Orchestration
Plane

Policy Interpreter
High to Medium
Medium to Low

Security
policy

repository

Security
enablers
repository

Monitoring
component

Reaction
component

Security
manager

Security enablers
provider

Instructions, policy updates

Write/read SO
policies

Write/read SO
enabler's info

Status,
alerts

Countermeasures SO enabler
plugins

Refined
policies

Refined policies

Refined
policies

Suggestions

FIGURE 3: Key components of security orchestration

Policy Interpreter: The module is responsible for fine-
tuning the security policies. First, the policy interpreter
refines the high-level security policies into medium-level
security policies that specify workflows and security pro-

cedures. It then refines the medium-level security policies
into low-level configurations based on the selected enablers.

Security Enablers Provider: The module recognizes the
available security plugins according to the required capa-
bilities and the corresponding resource requirements. The
enabler plugins are also managed by it.

Monitoring Component: The module is responsible for
collecting critical security-related real-time data from physi-
cal or virtual appliances that is relevant to system behaviour.
If it detects abnormal behaviour in the system, alerts are
generated and sent to the reaction module. Several monitor-
ing probes are installed in the infrastructure to monitor the
behaviour of the data flow and resources.

Reaction Component: The module takes appropriate coun-
termeasures according to the alerts it receives from the
monitoring component. To respond to a detected threat, the
reaction component selects policies from the appropriate
repository and reconfigures the security enablers.

Security Manager: The module operates according to
the security policies selected by the reaction component. It
manages the orchestrated deployment of security enablers in
the security enforcement plane according to the requirements
of the security policy. The security manager enables the
onboarding of different drives to achieve interoperability.

D. Security Orchestration vs Security Automation
In general, SO is confused with SA. According to Islam
et al., [4], SO is a technique for integrating various se-
curity systems and connecting security tools that serve as
a connected layer. SO streamlines security procedures and
drives security automation. Integration, orchestration, and
automation are the three pillars of enabling SO. It offers au-
tomated, coordinated, and policy-based security procedures
in various technological areas. SO accelerates, reduces the
probability of errors, and increases the efficiency of security
operations. This is, in fact, an enabler for SA that can be
observed as a cause-and-effect relationship between SO and
SA. Due to the mechanisms and procedures launched by SO,
outcomes expected from SA can be achieved, thus becoming
an enabler [41]. Figure 4 shows the differences between SA
and SO.

Security Orchestration

Unification of people,

processes and technology

Security Automation
Use of the technology
in manual processes


FIGURE 4: Comparison of SA and SO

E. Risk of Security Orchestration
While SO and SA enable more efficient and smarter security
deployment through comprehensive network and service
management, automation can be a challenge for security.
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SO reveals a new set of threat surfaces and vulnerabilities
by replicating minor security issues and amplifying their
impact [42]. Most of these security issues are not yet visible
because SO is not yet fully implemented and operational.
SA could easily prevent threats. However, this could lead
to botnet infections or DDoS attacks. Additionally, due to
zero-touch security, attacks could propagate in closed loops,
making detection of these attacks impossible [6]. At the
same time, SO services can lead to QoS degradation in
network services and use cases due to resource availability
and SO processing overhead. SO has its limitations, and
understanding these limitations contributes to better network
operations. Predefining security policies or decisions can
have significant drawbacks. Since many security decisions
are context-dependent, a predefined security policy can be-
come a “one-size-fits-all” approach to end-user security in
some situations. Rigid, predefined security policies could
lead to automation failures [43]. There is a trade-off between
the risks and the benefits. When security is automated, the
benefits are higher, as are the risks. As for the ratio of SO
and risks versus benefits, not only are the risks high, but
so are the benefits when security is fully orchestrated. As
mentioned earlier, SO/SA risk pillars still exist today. As
systems enable many automated or semi-automated opera-
tions, these vulnerabilities are likely to become even more
pronounced [6].

III. TECHNICAL CHALLENGES RELATED TO SECURITY
ORCHESTRATION IN 5G AND B5G NETWORK
TECHNOLOGIES
This section addresses the current and anticipated techni-
cal hurdles in the implementation of SO in 5G and B5G
technologies. These specific challenges were identified as
the most critical in our analysis of SO implementation in
these technologies. We have paid particular attention to the
following areas:

• Network security monitoring for security orchestration
in 5G and B5G technologies.

• Interface definition and standardization in relation to
security orchestration in 5G and B5G technologies.

• Security and privacy challenges related to security
orchestration in 5G and B5G technologies.

• Development and implementation of security orchestra-
tion policies in 5G and B5G technologies.

• Scalability considerations for security orchestration in
5G and B5G technologies.

• Multi-Domain Security Orchestration.
• Additional topics such as SSLA monitoring and man-

agement, end-to-end security management and the ef-
fective integration of IBN in SO.

In addition, this section briefly presents possible solutions
to each technical challenge and highlights relevant previous
research and work in these areas.

A. Network Security Monitoring for Security
Orchestration in 5G and B5G Technologies
1) Introduction
Network security monitoring is a combination of network
monitoring and security monitoring, as shown in Figure
5, and is critical to the overall SO chain of action in
5G and B5G technologies [44]. Proper network security
monitoring ensures rapid detection of threats, attacks and
unauthorized access. Traditional security monitoring, which
depends mainly on hardware, could not cover all security
requirements in 5G and beyond, where softwareization and
virtualization of networks has taken place. Therefore, SO
should be able to introduce new monitoring techniques that
are compatible with 5G and B5G technologies such as NFV,
SDN, edge computing and IoT. All network components
should be monitored, including physical, hybrid and virtual
networks. At the same time, SO must utilise the capabilities
of NFV and SDN for better and more reliable network secu-
rity monitoring and management. Every research paper in SO
includes monitoring in the scope of work. However, many
do not have a clear definition or way of working on how
monitoring should be implemented. Therefore, monitoring
remains one of the biggest technical challenges for SO in
5G and B5G technologies. Without a suitable solution and
framework for monitoring network security, the realization
of SO in 5G and beyond is impossible. When exploring the
challenges, there are some grey areas that require careful
attention. These include the placement of monitoring probes,
the type of monitoring probes (physical, virtual or both),
the processing of available information and the heterogeneity
of monitoring interfaces. The monitoring component should
be able to collect real-time information about the network
related to the behaviour of the system. Once it has analysed
and processed this information, the SO plane could get a
holistic overview of the network status.

Security
Monitoring


Network
Monitoring

Protect data
Identify threats/
attacks

Prevent
unauthorized
access


Real time
visibility
Situational
awareness
Contextual
insights


Keep
the

network
running


Network Security
Monitoring

FIGURE 5: Comparison of network and security monitoring.

2) Possible solutions and existing works
To enable the monitoring services, the authors of [39], [45]
propose to deploy a distributed set of security monitoring
probes, such as traffic and resource monitoring probes and
IDS, in the data plane, SDN, NFV and IoT infrastructure
domains. These security probes can be physical or virtual
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depending on the requirements. The use of virtual security
probes has advantages over physical probes, such as scala-
bility, easy deployment on demand and ease of configuration
and manageability. They can be easily discarded when the
need no longer exists. If the part of the network is physically
realized and supports PSFs, there is still a need for physical
monitoring probes. The OSS/BSS could control these probes
and the monitoring component should be able to distinguish
between virtual and physical probes [29].

Jabalpur et al [37], [46] proposes a Security Monitor-
ing Analytic System (SMAS) that queries VIM about the
deployed security services while monitoring the host’s re-
sources. It also retrieves the logs of the security functions.
These works propose to use the existing infrastructure of
the NFV architecture and the monitoring functions in SO by
defining only the necessary interfaces and communication
functions. Many research papers [30], [32], [39], [40], [47]–
[50], which focus on researching IoT threats and vulnera-
bilities using the functionalities of SDN and NFV, propose
the implementation of a VSF that can be used as monitoring
points to detect different types of attacks. For example, these
VSFs can detect active attacks deployed as vAAA, AI-based
virtual anomaly detection systems, vIDS, vfirewalls and
vIoTHoneyNets. Deep packet inspectors deployed as VSFs
can detect passive attacks such as traffic analysis or sniff-
ing/eavesdropping attacks on private IoT communications.
There are two primary methods of anomaly detection: ML-
based anomaly detection to identify unknown threats such
as zero-day attacks, and signature-based intrusion detection,
which uses a rule-based approach. Therefore, the monitoring
component includes the detection filters, the list of signatures
and the associated actions such as alerts, statistics and logs
[39]. SDN offers features that can be used to improve
the monitoring capabilities of SO. Since SDN separates
the control and data plane and takes over the control and
monitoring functionalities. The monitoring component can
use OpenFlow to gain insights into the data traffic in the
network if an API is available between OpenFlow and
the monitoring component. Zaalouk et al. [51] presents an
advanced SDN architecture that decouples the control and
monitoring functionalities to offload the SDN controller and
thus improve the performance of security services.

3) Summary
The security monitoring framework continuously monitors
the fulfillment of SLAs across the network and ensures that
all SLAs are met and the network is secure. The monitoring
and response components include state-of-the-art algorithms
and methods for analysing threats and correlating infor-
mation from different sources. Proper monitoring improves
security and trust, including self-healing, self-repair and self-
protection capabilities, both at the core and at the edge.
There are still some research problems that future researchers
should explore in relation to monitoring. Many research pa-

pers mention the use of physical and virtual security probes.
However, there is little explanation of how the monitoring
end analyzes these different inputs. The question still remains
whether these inputs should be differentiated and treated
differently or whether there should be no difference.

B. Interface Definition and Standardization Related to
Security Orchestration in 5G and B5G technologies
1) Introduction
The SO plane needs to communicate and interact with
different planes with different functions, e.g. the user plane,
the security enforcement plane, and the management plane,
to ensure E2E security in 5G and B5G. The SO plane
enforces most of the security functions in the network using
NFV MANO, SDN controller or IoT controller. Various
VNFs can be deployed through the NFV MANO, e.g.
virtual IDS, virtual firewall, virtual switch/router, virtual IPS,
virtual VPN, virtual honeypot/honeynet, virtual bandwidth
control and virtual secure web proxy. The SDN controller
handles basic security measures for SDN operations such
as dropping, forwarding, mirroring and bandwidth reduc-
tion of traffic flow. IoT controllers offer various APIs
for handling important IoT security mechanisms, e.g. for
interface management, traffic protection management and
power management. The user plane defines and handles the
security policies that are enforced at the SO plane, while the
management plane provides real-time network updates to the
system administrator and communicates with monitoring and
response modules.

Although interoperability and intercommunication are crit-
ical to the realization of SO in 5G and B5G technologies,
there has not been enough focus on establishing/defining
adequate standardization for protocols, message formats, and
interfaces between the northern and southern boundaries
of the SO plane and adjacent planes. Without a unified
communication and interface definition, different research
groups and organizations would continue to use their own
definitions, which would slow down the realization and
growth of SO in 5G and B5G technologies. At the same
time, other independent developments and innovations will
not be compatible with each other. Therefore, universal stan-
dardization to define the interfaces and intercommunication
for SO in 5G and B5G technologies is essential.

2) Possible solutions and existing works
VSFs offered by the NFVI should be accessible from the
outside as security functions so that the security orchestrator
can activate and configure them with the help of the VIM
[29]. The authors of [29] present a reference point for
managing the ETSI NFV management and orchestration
entities, such as the VNF Manager, NFV Orchestrator and
the VIM, which would enable SO in a hybrid network.
Here, the security orchestrator acts as a centralised trust
manager to achieve NFV-wide trust management, which is
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very important for interacting with VNF components. VIM
provides an API that allows users to create and delete
chains, add and remove functions to chains and retrieve
details about already deployed chains. Jabalpur et al. [37],
[46], suggest that the security orchestrator can use this
API to configure and control security services and monitor
the provided functions. The Policy Interpreter refines high-
level policies into medium-level policies and then into low-
level settings according to the selected enablers with the
help of the security enablers provider. In this process, the
security enabler provider provides plugins to the security
orchestrator to access the required/selected enablers and
manage them via the corresponding translator plugins. Zarca
et al. [30], [32], [39], [40], [47], [48] proposes different
plugins and protocols for different interfaces and use-cases.
For example, to implement XACML-based vAAA, the se-
curity orchestrator selects an XACML plugin to translate
the mid-level authorization security policy into an XACML
sentence that can be used to configure the XACML-based
vAAA. The security orchestrator selects a PANA plugin
to translate the mid-level authentication security policy to
a PANA configuration when PANA is used for network
authentication [48]. The security orchestrator connects to IoT
controllers via REST APIs and network protocols such as
Constrained Application Protocol (CoAP) and Lightweight
M2M (LWM2M). Through northbound APIs exposed by
certain vendors (often REST interfaces), it handles MANO
orchestrators (e.g. OpenMANO) and SDN controllers (e.g.
ONOS) [39].

Hermosilla et al. [33] mention that the southbound or-
chestration interface includes a set of activities that the
security orchestrator needs to control the SDN controller,
the IoT controller and the NFV-MANO components. Most
existing controllers, including ONOS and OpenDaylight,
support a northbound API for managing SDN controllers.
The Security Orchestrator manages the IoT controller via
a custom interface and protocols such as CoAP, supporting
operations such as rebooting, flashing and configuring the
device. Last but not least, the orchestrator controls NFV-
MANO via a specified northbound interface, which enables
tenant and data centre management techniques and VNF life-
cycle management, among other things. Salva et al. [45]
proposes a model with a Service Infrastructure Manager
(SIM) which has the same functionality as the VNF manager
in the ETSI MANO architecture. The security orchestra-
tor notifies SIM of a VSF development request, and SIM
(Juju) communicates with VIM (OpenStack) to start the
VSF installation processes. Zaalouk et al. [51] propose an
orchestrator agent in their architecture. This is an application
that is installed on each SDN controller and enables the
controller to communicate with the orchestrator. Luo et al.
[31], proposes Service-Oriented Software-Defined Security
(SOSDSec) architecture in which the SOSDSec orchestrator
consists of command connectors. These are a set of interfaces

that send commands to various security controls via product-
specific APIs.

3) Summary
The northbound interfaces of the SO plane handle all com-
munication with the user/system administrator. In contrast,
the southbound interfaces handle real-time monitoring and
security enforcement activities at the security enforcement
plane. The enforcement of security is mainly done by the
SDN controller, NFV MANO and IoT controller. Although
many research papers claim that this intercommunication and
interoperability of the southbound interface can be realized
by enabling relevant plugins during medium to low-level
policy translation, there is still no standard method for
addressing this issue. The use of protocols and message
formats is still a question, as the underlying technologies
such as SDN and NFV are still in the development phase. No
attention has been paid to the northbound interface, and no
research work looks in depth at the communication between
the user plane and the policy interpreters. There is a lot
of room for research and standardization bodies to define
and standardize communication (protocols, message formats)
and interfaces so that everyone can adhere to a universal
platform that supports innovation and more security enablers
and plugins. Standardization will lead to faster realization of
SO while enabling constant growth.

C. Security and Privacy Challenges Related to Security
Orchestration in 5G and B5G technologies
1) Introduction
SO in 5G and B5G technologies are in the development
phase. Therefore, many security and privacy issues in SO
are still unknown and there is still room for improvement.
One of the biggest security challenges in SO are the at-
tacks on the SO plane. This would shut down all security-
related activities such as detection, response, mitigation and
prevention, leaving the entire network vulnerable to any
security attack. At the same time, attacks on the north
and south bound interfaces of the SO layer could cause
serious security problems. As a result, SO could not deploy
the required security measures in the enforcement plane,
and the system administrator would be blindsided by the
monitoring component without updates. For this reason,
dynamic policy adjustments from the user plane to the policy
interpreter are not possible. SO inherits the vulnerabilities of
the 5G and B5G technologies and platforms used to realize
SO. For example, there are pre-existing vulnerabilities of
ORAN, ZSM, SDN, NFV, IoT, MEC and network slicing
as well as vulnerabilities introduced by the softwarization
of the network. Security issues related to VMs, VNFs,
hypervisors and containers are also a major concern with
regard to the SO in 5G and B5G [19]. Because of zero-
touch SO, attacks can propagate in closed loops, making it
extremely difficult to detect and mitigate these attacks [52].
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AI/ML can be integrated with SO to optimize workflows,
monitoring or decision making in 5G and B5G technologies.
However, security and privacy issues that arise with ML/AI
will also affect SO. Potential security concerns against ML
systems include poisoning attacks, data manipulation, data
injection, logic corruption, model inversion, model evasion,
membership inference, and model extraction attacks [53].
Furthermore, since data processing is invisible to users,
attacks on the data that AI models collect for learning
purposes could lead to privacy concerns [54]. SO should
be able to handle the AI/ML based attacks. These AI/ML-
based attacks evolve using AI approaches to learn security
risks in a widely distributed network. As a result, rule-based
detection techniques are useless.

2) Possible solutions and existing works
One of the critical problems with VMs are VM migration
attacks. A MitM attacker can change any VM OS or appli-
cation state during the VM transfer [55]. When moving to
VMs, manipulating the VNF images is comparatively easy.
VNF images can be cryptographically checked and signed
during the launch to detect such activities. In addition, the
trust status of an NFV platform can be verified remotely
using remote attestation technology. Such remote attestation
systems can be developed using blockchain as a technology
[19]. Multiple SDN controllers can be deployed in the core
to avoid a single SDN failure point. AI techniques can be
used in the development of SO systems to improve overall
security, especially in the execution of edge-based federated
learning, to enable early detection of attacks and to ensure
communication efficiency and data protection [56]. At the
perimeter, ML-based algorithms can monitor the activities
of other sub-nets and identify malicious traffic originating
from other sub-nets. By improving the dynamic provisioning
of VNFs on demand, ML-based adaptive security techniques
are very effective against attacks on SDN/NFV. Network
security with Quantum Machine Learning (QML) can po-
tentially defend against quantum computing attacks [57].
Blockchain can address some security and privacy con-
cerns in SO. Blockchain enables secure authentication, data-
sharing, and high privacy [58]. Security-by-Design (SbD)
is a strategy in which security requirements are taken into
account at the very beginning of the design of a product,
service or software [19]. Integration of SbD in SO in the
design phase ensures better safety by minimizing the impact
of expected safety risks.

3) Summary
Security and privacy issues remain one of the main concerns
when implementing the SO in 5G and B5G. The SO plane
can be a single point of failure of the network as it centrally
manages all security and privacy in the network. There are
many research papers dealing with SO, but none has paid

enough attention to the security and privacy issues of SO.
This may be due to the fact that SO is still in the development
phase and has not yet been fully realized. However, consid-
ering these aspects in the development phase would lead to a
better and more secure design. Functionalities of innovative
technologies such as ML/AI and blockchain can be used to
solve the security and privacy issues in SO. Furthermore,
these security and privacy issues need to be resolved before
SO becomes fully functional in B5G. In this case, more
attention is needed from the research community.

D. Security Orchestration Policy Definition and
Implementation in 5G and B5G technologies
1) introduction
The authors of [59] define a policy as “a definite goal,
course or method of action to guide and determine present
and future decisions”. In general, a policy is a guideline for
how to react in certain situations. Network policies reduce
the complexity of network configurations, especially in 5G
and B5G networks. Network administrators must be able to
regulate system behavior at a high level of abstraction. This
requires security policies to provide critical features such as
interoperability and flexibility. Policy models should be inde-
pendent of the underlying infrastructure and technology and
address the challenges of 5G and B5G such as scalability,
heterogeneity and vendor lock.

SO policies intend to include security policies and model
other important aspects, such as dependencies and enforce-
ment priority in 5G and B5G. Dependencies could mean
that a certain security policy depends on the enforcement
of another security policy or on the occurrence of a certain
event. The security administrator must be able to model more
complex behaviors, such as orchestrating the deployment of
security policies by considering a combination of security
policies. Prior to SO policy enforcement, the detection of
conflicts, anomalies and dependencies between security poli-
cies is mandatory. These dependencies or conflicts can occur
in two ways: within the same orchestration policy or between
different orchestration policies. Different high-level terms
need to be resolved as part of the policy refinement process
using different contextual data. As a result, several additional
criteria must be considered to close the information gap
on human concepts defined in the High-level Security Pol-
icy Language (HSPL) to the Medium-level Security Policy
Language (MPLS). Security policies must be automatically,
intelligently and dynamically updated to achieve zero-touch
SO with self-repair and self-healing capabilities in 5G and
B5G. Policy models should be able to learn from experience
and feedback from the enforcement plane and dynamically
update their security policies.

2) Possible solutions and existing works
Zarca et al. [30], [32], [39], [40], [47], [48] proposes a
novel security policy management framework to address
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the heterogeneity of security enablers that span different
levels of abstraction. A technology-independent refinement
process is enabled by decoupling the desired goal (high-
level configuration) from the low-level configurations and
underlying components. The authors focus on the orches-
tration of elements that must interface with related control
and management modules to enforce appropriate security
policies across domains such as SDN, NFV and IoT. To
refine the policy from HSPL to MSPL, Zarca et al. [30]
propose using a common language like Common Information
Model (CIM) from Distributed Management Task Force
(DMTF) to retrieve details about the competencies offered by
different components and specific network configurations. A
semantically aware orchestration framework for autonomous
and policy-driven security management and VSF SFC in
softwarized IoT scenarios is presented by Zarca et al. [60].
Different approaches to detect conflicts in IoT system ar-
chitecture and policies are enabled using rule reasoning
and semantic technologies. AI can be used to improve the
performance and capabilities of policy models. In this way,
AI-based highly dynamic attacks can be easily prevented and
mitigated. At the same time, AI and learning can be used in
policy models to achieve zero-touch SO.

3) Summary
The SO framework provides AAA, network filtering and
forwarding, and channel protection, while the SO policy
models are constantly evolving to support more features.
Nevertheless, there is a lack of research in the area of 5G
and B5G SO policy modeling. The research community has
paid virtually no attention to AI-based SO policy modeling,
which has tremendous potential for providing zero-touch,
self-repair and self-healing capabilities in 5G and B5G. The
lack of adequate standardization is also a problem, as there
should be a universal way to define policy models that
promote innovation and novelty.

E. Scalability Aspects of Security Orchestration in 5G
and B5G technologies
1) Introduction
Realization of IoT and Internet of Everything (IoE) in the
5G and B5G era would connect billions of heterogeneous
devices to the network [54]. By enabling new, improved
services for people and using their network capabilities
to develop ubiquitous information systems, IoT and IoE
would significantly transform the industrial and domestic
environment [61]. Increasing connectivity will lead to a
massive exchange of data, and malicious attackers will
exploit the vulnerabilities of devices to the fullest [62]. The
heterogeneity of IoT devices makes it necessary for SO to
ensure the same desired protection in different programming
environments. The management and authentication of dif-
ferent gateways and devices, the monitoring of massive data
traffic, the convergence of security policies across different

domains, the dynamics of IoT environments and mobility
management are problems that SO must overcome in terms
of scalability in 5G and B5G technologies.

2) Possible solutions and existing works
Network softwarization technologies in 5G, such as SDN,
NFV and MEC, can be used to improve scalability and
flexibility in SO. Many research papers have integrated SDN,
NFV and MEC features into their SO frameworks. VSFs
such as vIDS, vFirewalls, vHoneynets, vAAA and vChannel-
Protection can be dynamically deployed and provisioned at
the edge in a timely manner to improve scalability [45],
[47], [48]. Moving to the edge would help handle the huge
IoT traffic that will flood networks in the 5G and B5G
era. SDN offers dynamic reconfiguration capabilities, new
network rules on demand, providing softwareized services on
top of the architecture and enforcing security measures such
as firewall rules [47]. These virtual network probes, deployed
at the edge as IDS, can monitor traffic from IoT devices
with greater scalability and provide critical information to
the monitoring module, which issues security alerts in the
event of potential attacks [49]. Security policies enable
a technology agnostic SO framework that allows system
administrators to define high-level security requirements
independent of the underlying technologies, providing an
important tool for improved scalability [30], [32], [39], [40],
[47], [48].

3) Summary
One of the key goals of SO in 5G and B5G is to realize a
scalable and dynamic security framework that can cope with
colossal IoT traffic, billions of heterogeneous devices and
thousands of security vulnerabilities. Therefore, a new type
of context-aware, holistic security framework is required. To
provide security service function chaining, dynamic reconfig-
uration and customization of virtual security applications, the
SO framework should be able to orchestrate SDN controllers,
NFV managers and IoT controllers. Figure 6 shows different
approaches for solving the scalability problems of SO in
5G and B5G. The research has particularly focused on SO
in IoT environments using SDN, NFV and MEC/Fog. One
focus of this work is to improve scalability and ensure
sound SO. The use of AI/ML technologies to improve the
scalability of SO in 5G and B5G technologies has not
yet been explored in the literature. There could be huge
potential to improve scalability at the edge through AI/ML
and distributed learning algorithms.

F. Multi-Domain Security Orchestration
1) Introduction
To meet the requirements of demanding 5G and B5G use
case scenarios and achieve sophisticated performance ma-
trices, network management, automation and E2E services
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FIGURE 6: Approaches for addressing scalability challenges
in security orchestration
across multiple domains are required [53]. Network slices
allocated to different applications cannot be covered by a sin-
gle Mobile Network Operator (MNO) and must be extensible
across multiple administrative domains [63]. When it comes
to the security of multiple domains, there are two main
problems. (i) domains that enforce different security policies,
and (ii) domains with different security authorities [64].
Because organizations operate in different environments,
security policies may differ from area to area. Different
policy interpretations use different security mechanisms to
implement a single security policy. The security of multiple
domains must be managed by a centralized security frame-
work that comprehensively understands the network and is
independent of the underlying virtualization and network
infrastructure technologies. Although SO is very important
for handling security and better service delivery in multi-
domain environments, there are only a handful of papers
that address multi-domain SO in 5G and B5G technologies,
and almost all of them are related to network slicing.

2) Possible solutions and existing works
Shalitha et al. [65] propose a framework to simplify SO
in a federated network slicing system to enable effective
security management in 5G and B5G networks. As shown
in Figure 7, the proposed framework introduces a Local
Security Orchestrator (LSO) to manage security within a
single domain and a Global Security Orchestrator (GSO) to
manage security in a federated network slicing ecosystem.
Khettab et al. [66] propose an architecture that provides
SECaaS in an inter-domain platform using SDN and NFV.
IDS/IPS, Deep Packet Inspection (DPI) and other various
VSFs are deployed and managed with this architecture. A
blockchain-based system called BSec-NFVO is presented by
Rebello et al. [67], ensuring auditability,integrity and non-
repudiation and securing orchestration processes in virtual-
ized networks. The main contribution of this work is that it

proposes blockchain technology and transaction models that
provide traceability in the NFV context with multiple tenants
and domains. Ortiz et al. [42] present an architecture that
focuses on zero-touch security in 5G and utilizes state-of-
the-art methods such as AI, TEE and DLT in multi-domain
environments.

3) Summary
Due to the demanding nature of multi-domain SO, it will be
challenging to achieve SO in a multi-domain environment.
However, to realize zero-touch, self-repair, and self-healing
networks, E2E security management is a must. The research
community needs to pay more attention to multi-domain SO,
because there is still a long way to go to achieve SO in a
multi-domain. One of the key proposals to realize multi-
domain SO in 5G and B5G is the establishment of two
SO management entities at local and global levels. However,
global security management can be a single point of failure,
which means that an attack would jeopardize the security of
the entire network.

G. Other Issues
1) SSLA monitoring and management in 5G and B5G
technologies
With the goal of achieving the necessary QoS from a
security perspective, SSLAs provide a clear framework for
defining security requirements while analysing compliance
[42]. SSLA is a representation of security policies in the
form of obligations and specifications that represents an
agreement between the service provider and the end user.
SO must ensure compliance with the SSLAs so that each
service/slice receives the agreed level of security. In addition,
SO should be able to handle critical challenges such as
monitoring the fulfillment of SSLAs in real time, taking
the necessary actions in case of a breach and allocating
the limited resources in a way that each service receives
its minimum level of security.

2) End-to-End security management in 5G and B5G
technologies
The relationship between a network service and a collection
of dedicated physical resources is one-to-one in the tradi-
tional network infrastructure [68]. However, due to virtual-
ization and softwareization, this formerly simple relationship
will become significantly more complex in 5G and beyond.
As a result, E2E security management must support network
services, physical infrastructures and virtual infrastructures
that span multiple domains. SO needs to figure out how
to enforce strict and consistent security and management
policies between these network services, physical and virtual
infrastructure, taking into account their inter dependencies
while also considering semantics.
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FIGURE 7: Multi-domain security orchestration framework [65]

3) Proper Intent-Based Networking (IBN) business
conversion for security orchestration in 5G and B5G
technologies
IBN enables simplified network management and automated
orchestration, allowing users to determine what policies
they want to enforce on their network, rather than how
the underlying mechanisms of the network should enforce
those policies. Although intents enable the simplification
and abstraction of SO, reducing the complexity and proper
business implementation of intents can be a challenge. First,
there should be a way to monitor and validate the successful
implementation of intents related to SO. If alternative intents
were implemented, the administrator would want to know
why this approach was implemented. Secondly, it may not be
possible to implement SO intents immediately due to limited
resources and capabilities. Also, SO intents may conflict with
current SO policies and states. Explainable SO could be a
solution that improves transparency.

To summarize all above technical challenges, Table 2
provides a comparative summary of related works.

IV. Lessons Learned and Future Research Directions in
Security Orchestration in 5G and B5G Network
Technologies
A. Security Orchestration Taxonomy
1) Lessons learned
SO is a policy-based, adaptive and intelligent security pro-
cess/framework with dynamic security reaction, attack mit-
igation, and prevention capabilities relying on monitoring
methodologies, cyber situational awareness tools, previous
intelligence, and experience. Even though the ultimate goal
of SO is to realize zero-touch SO to enable self-repair,
self-protection and self-healing capabilities, current imple-
mentations still require the presence of humans in various
tasks, such as defining policies and responding to unknown
scenarios. When deploying SO in networks beyond 5G, this
needs to change, which would support a fully autonomous

networking paradigm. The SO plane is responsible for the
management of SO in the underlying network and usually
consists of a policy interpreter, a security enablers provider,
a monitoring component, reaction component and a security
manager. However, these components and functionalities
may vary due to the different requirements and use cases
in 5G and beyond networks. For example, Bagaa et al. [38]
presents an AI-based reaction agent that incorporates AI
and ML models to dictate the SO decisions while hosting
a System Model Database (SMD) that stores the necessary
information related to enablers and policies. Molina et al.
[60] introduces a policy conflict detector and a security
orchestrator optimizer to detect and avoid policy conflicts
and optimize SO operations. SA is only one part of SO. SO
encompasses the automation, coordination and integration
of technologies and services to realize a fully secured
network while providing E2E security. The integration of AI
will further improve the SO in 5G and other technologies.
However, there is a trade-off between the risks and benefits
of SO. These risks, such as replication of minor security
issues and enhancing their impact, propagation of closed-
loop attacks, and degradation of quality of service (QoS)
can be minimized by using novel technologies such as
AI/ML, distributed learning, TEE, blockchain, and proper
standardization.

2) Remaining research problems
• How to determine the boundary between human-touch

and zero-touch security orchestration?
• How to replace human-touch security orchestration

functions while preserving ethical, fair, and policy-
complying manner?

• How to facilitate dynamic, autonomous, and intelligent
decision-making based on prior knowledge by trusting
the information providers?
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[69] Discussed AI-enabled ORAN research directions, opportunities, and challenges in 6G security. ✓
[70] Presented an XAI-based green security architecture for dynamic adjustment of security policies

considering energy efficiency and desired security levels for ORAN.
✓ ✓ ✓ ✓

[71] Presented the vision of the MARSAL project, which is managing and orchestrating network resources
in an elastic and transparent manner to ensure E2E service delivery, including security in B5G.

✓ ✓

[31] Presented a service-oriented approach to SO for software-defined infrastructure abstracting security
controls as security services.

✓

[51] Proposed a security orchestrator framework for security that leverages SDN control and network
monitoring features.

✓ ✓

[48] Proposed an innovative policy-based architecture to handle AAA and channel protection. ✓ ✓ ✓ ✓
[47] Presented and evaluated an innovative situational-aware and policy-based security architecture for

dynamic channel protection and AAA management in IoT networks composed of SDN and NFV.
✓ ✓ ✓ ✓

[40] Proposed a comprehensive architectural design for the extent of the ANASTACIA H2020 project. ✓ ✓ ✓ ✓
[30] Introduced an innovative policy-based architecture utilizing available IoT security techniques and

SDN/NFV-based security mechanisms.
✓ ✓ ✓ ✓

[49] Developed a novel architecture for security protection techniques using the envisioned software-
based network enablers.

✓ ✓ ✓ ✓

[39] Presented a novel mechanism that enables enforcement, orchestration management, and orchestration
of the honeynets.

✓ ✓ ✓ ✓

[45] Proposed utilizing NFV-MANO to deploy virtual firewalls automatically to safeguard NB-IoT. ✓ ✓ ✓
[29] Presented a security orchestrator framework according to the ETSI NFV Reference Architecture. ✓ ✓
[33] Proposed a security orchestration architecture to automate dynamically VSFs in MEC UAVs. ✓ ✓
[68] Proposed a security-oriented MANO framework (SecMANO). ✓
[37] Design of an automated, dynamic security orchestration solution to safeguard edge servers. ✓
[46] Presented a software-based security system that could be configured to react to threats automatically

by establishing and managing security function chains.
✓

[66] Explored how both NFV and SDN can be utilized to secure network slices when required, ensuring
optimal resource allocation.

✓

[65] Proposed a framework to facilitate effective security management by streamlining the SO in a
federated network slicing system.

✓

[42] Presented an intelligent, reliable, and efficient 5G security framework utilizing AI, ML, DLT, and
TEE features for closed-loop E2E security management.

✓ ✓

[32] Presented a zero-touch, policy-driven, and semantic-aware SO framework to provide autonomous,
conflict-free SO in SDN/NFV-aware IoT situations while assuring optimal VSF allocation and SFC.

✓ ✓ ✓

[31] Presented a service-oriented approach to SO for software-defined infrastructure using abstract
security services

✓

[55] The lifecycle of the VM, trusted proof of VM, and other notions are presented, solving the issue of
migrating a VM from one host to another trustily

✓

[19] Discussed 5G security and privacy issues, potential solutions, recent developments, and research
directions.

✓

[56] Focused on the problem of secure transmission in cooperative dual-hop networks with unreliable
relays.

✓

[57] Discussed Quantum machine learning ✓
[58] Evaluated the use of cloud and fog as hosting platforms for blockchains. ✓
[67] Proposed a blockchain-based system that secures orchestration processes in virtualized networks

while guaranteeing integrity, auditability, and non-repudiation.
✓

[72] Proposed a SO framework that leverages SFC while optimizing QoS (including end-to-end delay,
bandwidth, jitters), available resources and capabilities of VNFs.

✓

• Which methods/techniques enable self-repair, self-
protection, and self-healing capabilities in zero-touch
SO in 5G and B5G network technologies?

• What are the risks of SO/SA deployments in 5G and
B5G network technologies, and how to overcome them?

• What communication protocols and standards can be
leveraged to enable zero-touch SO within the novel
5G and B5G SO architectures, and how to coordinate
among different SDOs?

3) Future directions
The security policy repository is the place where custom
policies are stored [33]. This serves as a playbook for the
entire SO process. However, there may also be situations in
which the playbook is useless and the security manager does
not know how to react. This is where human intervention
is required. The use of AI/ML, game theory, distributed
learning and concepts such as ZSM and ORAN could
potentially reduce human interaction in SO. Developing a
smart and intelligent decision module/algorithm that dynam-
ically decides when to engage human presence could be a
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potential research question. Novel AI/ML techniques can be
used to support essential security functions such as efficient
prediction of security anomalies and intelligent decision
making [38], [42]. However, significant research is still
needed to achieve dynamic and automatic reconfiguration
of AI systems in case of unknown attacks and faster and
more accurate decision making. The adaptation of SDN/NFV
and policy models in SO, supported by ML and big data
analytic techniques, improves self-repair, self-prediction and
self-healing techniques. In addition, TEE, DLT and ZSM
could be used to achieve zero-touch SO, which requires more
attention from the research community [42].

There are also risks associated with network automation
in SA/SO. Especially in zero-touch SO, where automation
is enabled in a closed loop, attacks can spread faster and
undetected, putting the entire network at risk. SO increases
the threat landscape if it is not properly configured and
maintained. SO operations could lead to resource exhaustion
and severely impair the QoS of other network services.
Game theory can be used to determine optimal strategies
for resource allocation. To solve these problems, further
research is needed to find new ways for keeping up-to-
date policies, automation logics and monitoring techniques.
To successfully realize zero-touch security, more research
needs to be done in the area of communication between
different technologies, frameworks and applications. Com-
mon standards must be defined, developed and adopted.
The ANASTACIA project [73]has done important work and
developed a comprehensive framework for SO that paves
the way to zero-touch SO. The integration of enabling
technologies such as SDN, NFV, network slicing, MEC,
ZSM and ORAN to realize a unified SO framework needs
to be further explored. The use of protocols such as TLS
(Transport Layer Security), IPsec (Internet Protocol Security)
and EAP (Extensible Authentication Protocol) to enable
zero-touch security needs to be thoroughly researched.

B. Technical Challenges
1) Lessons learned
Achieving zero-touch, self-healing and self-repair networks
through SO is still a long way off due to various challenges
in the areas of architecture, application, technology, policy
and standardization. 5G and B5G technologies are still at
an early stage of deployment or limited to concepts and
implementation in test environments. In addition, SO in 5G
and B5G technologies is still in the initial research phase.
Therefore, the technical challenges related to the implemen-
tation of SO have not yet been thoroughly investigated and
most of these challenges are not yet known. Therefore, it
is better to deal with the known challenges first. Adequate
standardization of interaction, interfaces, policy models and
communication between different technologies is one way
to overcome the technical challenges of SO and improve
collaboration and interoperability. SbD is another solution
where the principles and concepts of SO are already taken

into account in the development and design phase, leading
to a smooth integration of SO. Furthermore, most of the
security and privacy challenges of SO are related to the
underlying technologies, e.g. security and privacy issues
related to software protection, AI/ML, IoT, edge computing
and network slicing. Therefore, the continuous improvement
and further development of these technologies are also
important for the successful implementation of SO. Well-
defined SSLAs are beneficial for both the users and the
network administrator, as satisfaction or breach can be easily
measured.

2) Remaining research problems
• How can AI/ML, big data, and DLT be leveraged to

address existing technical challenges?
• How to overcome security and privacy issues with edge

intelligence, which is highly data-dependent?
• How to tackle the security and privacy issues due to

SO and zero-touch security?
• How to achieve multi-domain SO while addressing

scalability and secure cross-domain communication?
• How to monitor the satisfaction of SSLAs and ensure

immediate actions in case of a violation?
• How to identify and resolve conflicts or dependencies

between SO policies?

3) Future directions
AI/ML can be used to improve monitoring and deci-
sion making and develop new algorithms for SO policy.
DLT/blockchain can be used to address privacy and trust
issues and improve scalability [42]. These AI/ML models
are being moved to the edge to improve privacy, security
issues and response time. The use of AI/ML at the edge
is referred to as Edge Intelligence (EI) [74]. The data used
to train AI/ML models comes from various sources and is
shared by edge servers. Since the outcome of these models
is highly data-dependent, EI is very vulnerable to many
security attacks [75]. Blockchain can secure distributed edge
services and ensure that resource transactions are secure and
not vulnerable to malicious nodes [76].

The data used in AI/ML models can lead to privacy
issues as they contain privacy-sensitive data. Therefore, more
research is needed on novel routing protocols and trusted
network topologies to preserve privacy. Federated learning
is a distributed data training method for edge AI models
that protects user privacy and supports local ML models.
In addition, homophobic encryption and secure multi-party
computation are considered in the development of privacy-
preserving AI model parameter sharing methods [75]. En-
abling zero-touch security itself can lead to other security
concerns if not handled carefully. One of the main benefits of
establishing a communication feedback loop between perfor-
mance monitoring, identification, adaptation and optimiza-
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tion of the network is the possibility of self-optimization.
This closed automation allows deception attacks, man-in-
the-middle attacks and DoS attacks to take place [52]. The
flexibility of software technologies can be used to improve
the scalability of multi-domain networks. Separating security
orchestration from other domains by defining an E2E secu-
rity orchestration/management domain could be a way to re-
duce complexity and enable independent development of se-
curity orchestration at both domain and cross-domain levels
[42]. In addition, secure cross-domain communication could
be achieved by introducing a lightweight communication
bus, the so-called inter/cross-domain integration fabric [42],
[52], [53]. However, appropriate standardization is required
when defining SO-related protocols, message formats and
interfaces. Ensuring secure data transmission, dealing with
privacy issues, effective monitoring and supporting slicing
could be some of the open research questions related to the
integration fabric.

Compliance with the SSLA can be monitored via the
Network Slice Manager. However, possible interfaces must
be researched and defined. There can be a separate module or
component in the SO plane to check the compliance of SSLA
and to act in case of violations (e.g.: Policy and SSLA Man-
agement Function [42]). Understanding resource availability
and network security capabilities is needed to manage SSLAs
properly. Moreover, optimal resource allocation, automation
of the SSLA life cycle and the definition of Security Service
Level Objectives (SLOs) are some of the future research
directions. Semantic technologies and rule reasoning could
identify the policy conflicts that may occur in the SO process
[60]. As part of the SO level, a policy manager is introduced,
which consists of a policy interpreter and a policy conflict
detector. However, the resolution of these conflicts in terms
of QoS, satisfaction of SSLAs, and resource availability has
not yet been investigated in the research literature, nor are
there any possible research directions.

V. Future/Related Technologies for Security
Orchestration
A. Artificial Intelligence
AI, supported by ML and big data analysis techniques, are
crucial prerequisites for fully autonomous networks [53]. AI
can uncover hidden patterns from vast amounts of time-
varying data while drawing faster and more accurate conclu-
sions [42]. Novel AI/ML techniques enable SO capabilities,
including accurate prediction of security anomalies, intelli-
gent enforcement of security policies and precise deployment
decisions for mitigation and preventive actions. Lower op-
erating costs, faster time to value, reduced risk of human
error and minimal human interaction are some of the key
benefits of AI in SO. Various AI/ML techniques can enable
intelligent functions for network monitoring, management
and operation. For example, neural networks could be used
to detect DoS attacks and network intrusions [77] and K-
Nearest Neighbors (K-NN) supervised learning algorithms

in malware defections [78]. Deep Learning (DL) enables
resource allocation, network security, mobility prediction,
traffic classification, and traffic forecasting [79].

Network security design has broadly embraced ML tech-
niques, such as reinforcement learning, unsupervised learn-
ing, and supervised learning. These can precisely identify
and specify the particular security policies to impose in
the data plane [38]. Reinforcement learning (RL) models
could be used for response and automation in SO. RL is
highly adaptive and is used for real-time deployment in
rapidly changing cyber security situations. It can represent
autonomous software agents that perform inspections and
execute sequential tasks as efficiently as possible without
prior knowledge [80]. Artificial Neural Networks (ANN)
could be trained to find invisible Cyber Threat Intelligence
(CTI) patterns without the need for specialized human
knowledge to make predictions in data [12]. The main focus
of most research related to AI/ML is the use of AI/ML
capabilities for intelligent security monitoring and response
[81]. However, there is still much to be done in the area of
SO, including detection, incident response, mitigation and
prevention of attacks. Only a handful of studies address the
use of workflow orchestration and automation with AI/ML
to increase the effectiveness and efficiency of SO. Therefore,
significant effort and research is required to implement E2E
security orchestration using AI/ML techniques.

In many situations, AI can be a double-edged sword, as
it has the potential to either protect or violate security and
privacy [54]. The lack of transparency and interoperability
could lead to problems with data protection, trust, legal
compliance and accountability. For example, the General
Data Protection Regulation (GDPR) gives people the right to
receive an explanation of how an automated system arrived at
a judgment [53]. A huge amount of data is required to create
accurate and efficient learning models. At the same time,
some of the required data is not available for privacy and
commercial reasons. The quality of the available data, i.e.
accurate, adequate, comprehensive and timely data, is also an
issue. The quality of data is essential for providing relevant
insights and decisions. In addition, data patterns can change
over time, so the AI/ML models need to be retrained to
account for the variations in the datasets and thereby improve
predictive capabilities [82]. Many AI/ML models are black
box models because their logic is difficult to explain. The
interpretation of AI/ML models will provide accountability,
reliability and transparency. To solve this problem, XAI
enables to move to a more transparent AI. It tries to provide
a set of methods that generate more comprehensible models
while maintaining a high-performance [83]. If it is possible
to integrate the full capabilities of AI/ML techniques into
SO, AI/ML can be essential in improving advanced SO
functions such as self-protection, self-planning, self-healing,
and self-optimization. AI/ML can also accelerate the process
of practical implementation of SO. The development of
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AI/ML capabilities and SO processes and workflows is
essential for the realization of zero-touch networks.

B. DLT/Blockchain
Like AI, DLT is also a promising technology that quali-
tatively and quantitatively expands the possibilities of SO.
Among DLTs, blockchain is the most popular in the telecom-
munications industry due to its properties such as immutabil-
ity, decentralization, anonymity, provenance, and security.
In a Peer-to-Peer (P2P) network, a blockchain is an open
database that manages an immutable distributed ledger [84].
Blockchain is therefore an indispensable technology that
will reliably and securely enable various services in future
networks [85]. DLT/blockchain can be used to solve some of
the most important technical challenges in the SO, such as
multi-domain SO, scalability and security, privacy and trust
issues. INSPIRE-5Gplus defines a security-oriented archi-
tecture and contains a domain integration fabric that enables
cross/inter-domain communication. Blockchains have been
deployed to achieve trusted data sharing and as part of the
data collection capabilities via the integration fabric [42].
Blockchain capabilities can be used in SO to enable features
such as intelligent resource management, enhanced security
features including privacy, authentication and access control,
data integrity, availability and accountability, and scalability
[85].

In addition, DLT/blockchain has the potential to act as an
enabling technology to support SO-related service models
in 5G and B5G technologies. Some of these services are
secure slice brokering, automated SSLA management, secure
VNF management and scalable IoT as well as user privacy
protection. The vulnerabilities of AI/ML are mainly due to
corrupted data in both the training and testing phase [86]. In a
multi-tenant/multi-domain environment, DLT could be used
to realize the trust aspects, such as protecting the integrity
of AI data through immutable data sets and distributing trust
among many stakeholders [75]. In addition, the blockchain
can make the decision-making process of machine learning
methods more comprehensible and solve many data protec-
tion, trust and security issues. SO and DLT/blockchain in
network security are emerging research areas and have not
yet reached their full potential. Therefore, the integration of
blockchain into SO will accelerate the realization of SO. To
achieve this, extensive research and focus is required.

C. Quantum Computing
Quantum Computing (QC) enables exponentially faster com-
puting by using quantum superposition to realize the advan-
tage of quantum parallelism [87]. Within the next few years,
QC will be commercially available and will have a positive
and negative impact on network security. QC could be used
to enhance SO functions such as vulnerability detection,
mitigation and prevention in 5G and B5G technologies [75].
Moreover, QC can solve computationally challenging SO op-
timization problems, including efficient resource allocation.

Blind Quantum Computing (BQC), also known as secure
quantum computing, could be used to improve data privacy
in SO in 5G and B5G technologies. With quantum advances
in supervised and unsupervised learning for classification
and clustering applications, QML could improve security
and privacy in SO. Figure 8 shows the use of BQC and
QML to extend the capabilities of SO. On the other hand,
QC represents a major challenge for existing cryptographic
systems. Since QC is still in the development phase, it is not
easy to predict all use cases of quantum computing in SO.
However, aligning the research focus on QC-enabled SO will
enable many potential use cases to realize zero-touch SO in
5G and B5G networks.

Quantum computing (QC) in
SO

Blind QC

Data privacy in
computationally
tricky
optimization
problems

Quantum ML
Improves
security and
privacy in
learning for
classification &
clustering  

FIGURE 8: Important Quantum Computing Methods in
Security Orchestration.

D. Trusted Execution Environment
TEE is an isolated, secure and integrity-protected comput-
ing environment with storage and memory capabilities that
is independent of the rest of the system and in which
applications can be executed securely [88]. Even in the
presence of malicious operators or kernels, TEE is designed
to provide integrity and secrecy in virtualized environments.
As shown in the figure 9, the functionalities of TEE in
SO can be used to address issues such as trust, security
and privacy in multiple domains [42]. In addition, TEE is
used in processing to ensure trustworthiness when passing
important processing data to an external party and can
also be a critical component of slice isolation. To identify
the domain(s) or partners responsible for the errors and
failures and hold these domains accountable for the damage
caused to customers, INSPIRE-5Gplus uses TEE to establish
Liability-Aware Security Management (LASM) [42], [89].
The performance overhead, the compilation requirements,
the setup effort, the need for changes at source code level and
the incompatibility are some of the problems of TEE. TEE
is a matter of SbD. The security orchestrator/manager must
decide where to deploy TEE depending on the SSLAs, taking
into account security and performance metrics. Integrating
TEE into the network development process would allow
security processes to be managed and executed smoothly
while ensuring privacy, trust and liability in SO. There are
few research studies on TEE in SO. Therefore, the research
community needs to pay attention to utilizing the capabilities
of TEE to realize the full potential of SO.
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TEE

Isolated silos that none can
violate

Can easily identify the 
domains responsible for faults

(Liability)

Isolation of VSFs
Isolated, secure, integrity

protected processing
environments

FIGURE 9: TEE functionalities that can be leveraged in
security orchestration

VI. Conclusion
SO has emerged as a key technology for addressing the
evolving security challenges in 5G and B5G network en-
vironments. This paper presents a comprehensive analysis
of SO, covering its evolution, functionalities, key compo-
nents and risks. The technical challenges specific to 5G
and B5G such as network security monitoring, interface
standardization, scalability and multi-domain orchestration
have been explored in detail, as well as potential solutions
and existing work. We have highlighted the critical need for
robust SO systems that ensure security and privacy while
providing scalability and interoperability in these advanced
networks. Emerging technologies such as AI, DLT, Quantum
Computing, and TEE hold great promise when it comes
to overcoming the limitations of traditional approaches to
SO. Despite significant progress, some challenges remain,
including standardization gaps, the efficient implementation
of policies and the integration of multiple domains. Future
research must focus on developing intelligent, adaptive and
automated SO solutions capable of handling the complexity
and heterogeneity of 5G and B5G networks. By leveraging
cutting-edge technologies, the research community can pave
the way for secure, resilient and efficient next-generation
networks.
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